Blue Cross
‘ Blue Shield
@ of Rhode Island

Employer Portal Website Registration Instructions

As an Employer, you have the ability to access Blue Cross & Blue Shield of Rhode Island’s secure Employer
Portal on BCBSRI.com and become the Administrator of your company’s profile. As the Administrator of the
Employer Portal, you will be granted a Main Level Account. Based on the access requested, the Main Level
Account has the ability to perform the following actions:

Create Staff Accounts.
Delete Staff Accounts.
Reset passwords for Staff Accounts.

Enable staff accounts to perform any of the functions listed below (once registered, the main user will
automatically receive access to all of these functions

e Transfer administrative rights.

Individuals you designate for access to your company’s profile within the BCBSRI Employer Portal should be
assigned as Staff Accounts. When creating Staff Accounts, each account’s access can be customized by the Main
Level Account. Staff Accounts have the ability to perform the following actions:

Staff Accounts can:

e Access employer reports.
Request ID cards.
View payment status.
Access electronic enrollment.
Edit your logo.
Change employees’ addresses.
Manage staff accounts.

m_ Main Level
Account




A\. Create a Main Level Account for administration.

You will need this PIN along with your 9-digit group ID number to complete your new client online registration. The PIN
will expire in 60 days, so please register your account as soon as possible. If you are a fully insured client, you’ll find your 9-
digit group 1D number in your Sales Agreement. If you are a self-funded client, you will receive this number from a member
of your designated Client Implementation team.

How to register:
1. Visit www.bcbsri.org and navigate to the “Log In” box on the right-hand side of the page. A link to “Register Now”
will be available. Click ‘Register Now”.
Select ‘Employer’ from category options.
Once you have read the Terms and Conditions, click ‘T agree’ to indicate acceptance.
Enter your group ID number and PIN and click ‘Continue’ (Figure 1.0).
Create your username and password (Figure 1.1)
Registration is now complete.
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Figure 1.0

Enter Employer ID and PIN

Please provide your 9-digit group 1D number and Personal

|dentification Mumber (PIM) you received via email.

I you did not receive your PIM, please contact Employer Support at

Oy

(300)-637-3718 or (401)-459-1000 at extension 6064, option 3

Employer D | |
PIN | |

Privacy Statement - Terms & Conditions

@Copyright 2021 Blue Cross & Blue Shield of Rhode Island
ioted are the property of Elue Cross & Blue Shield of Rhode Island or the Blue Cros:
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http://www.bcbsri.org/

Figure 1.1

Create User Name and Password

Please salect one of the following security questions v |

1. Once you complete this form, please select “Continue.”
2. Your registration is complete, and you are logged into the Employers section of BCBSRI.com.
*Note: As a security precaution, the system will lock your account after five failed sign-in attempts.

If you have any questions regarding the web or Electronic Enrollment registration processes, please contact BCBSRI’s
Employer Support at (800)- 637-3718 or (401) 459-1000 at extension 6064, option 3.
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B. Setting up Staff Accounts
When you log into the Employer’s home page as a main level account user, you will see the option for
“Account Access.” To manage/create staff accounts, select “Account Access” on the left side of the screen

(Figure 1.2).

Please note: Staff account users will not see this option unless they are given access to manage staff accounts.

Figure 1.2
+ ' Bauesmeld Employers Q
of Rhode Istand
Employer Home
Quick Links
Account Access
ASC Adrviamited e Nt
Change Address /
Request Member ID
Card
Electronic Enroliment
Document Center Customer Service Informasan
Log out
Reports
View Pay t Stafus
s Alerts & Updstes Fitness Discount

Monthly Premium Bills R s Program
HIPAA
Renewsl Certification i
Update Web Account
Foims Thank you for teaming up with us to keep your
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Subscriber Agreements Lesding Change for You
Contact Us \
FAQs

- Leam more

Innovative Products

Your Partner in Health
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You have various options on the “Account Access” screen (Figure 1.3):

e View All — Lists all staff members assigned to your account.

e Create New — Creates a new staff member.

e Activity Report — Captures all previous activity data that was performed on this account.

e Select All — Selects all boxes listed under the staff member section.

e Clear All — If all boxes are selected this function clears them.

e Delete Selected — Will permanently remove any staff member that is selected.

e Transfer Administrative Rights — Allows you to transfer administrative rights to any Staff Member
listed.

e Cancel — If you are currently making a transaction, the cancel selection will take you back to the
Account Access Page.

Figure 1.3

Staff Accounts
View All Staff Accounts

View All | Create New | Activity Report
Staff Member User Hame Last Signin Reset Password
Select All | Clear &l

DELETE SELECTED TRAMSFER ADMIM RIGHTE

Mote: “Transfer Admin Rights® will grant admin right= to the zelected staff account and revoke admin rightz to your
account. Thiz will convert vour account to a 2taff account.

CARNGEL
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C. Creating New Staff Accounts

Select “Create New”

Enter User’s first name

Enter User’s last name

Enter User’s unique User Name
Select “Submit”

arLONE

Your Staff Account has been successfully created. The
name, user name, and temporary password are
displayed.

Write down the temporary password. This is the
only time it will be displayed, or you can select
“print this page” to provide your employee with this
temporary password, so he or she can log into the
Employers home page.

Select the [€]8) link after “Continue to Set
Permissions” to enable features for the new Staff
Member.

Figure 1.4

Staff Accounts

Create New Staff Account

(* Required)

“First Name |

“Last Name |

“User Name |

CAMCEL SUEMIT

Figure 1.5

Staff Accounts

Create New Staff Account

The staff account was successfully created.

Flease print this page now, as it contains the sign in information for
this staff account and will not be shown again.

Name Test Staff
User Name TestStaff2
Temporary Password ukZaBcBz

Continue to Set Permissions E
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D. staff Account Access

1. Enable features for the new Staff Member by selecting the appropriate boxes as shown in Figure 1.6.
Select “Submit” when you have completed assigning their features. Repeat this process for each new
Staff Account Member to enable access as appropriate.

Please note: to enable or disable the features for an existing Staff member, select their underlined name
listed in the “View All Staff Accounts” section (Figure 1.7). Staff account access for that Member will
be displayed (Figure 1.6) and can be updated.

Figure 1.6

Staff Accounts
View All Staff Accounts

View All Create New Activity Report

TEST STAFF

ser Mame: TESTSTAFF

Last Sign In; —-

Account Created By:

Account Created When: 04/23/M13 10:35 AM

Enable features:
[ Employer Reports

[ ReguestID Card

[T EditLogo

[T Electronic Enraliment

[T Employer Group Billing Payments
[T Change Address

Select Al | Clear &ll

Enable staff account management:
[ Manage Staff Accounts

SUEMIT CAMCEL
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E. Managing Staff Accounts

1. To enter the “Manage Staff Accounts” area from the Main Page:
e Select “Account Access.” All staff accounts that currently exist will be listed on this page (Figure
1.7).
e Select “Create New” to add a new staff account. The permissions access box will appear (Figure
1.6), please select “Manage Staff Accounts” (Figure 1.8).
Figure 1.7
View All Staff Accounts
WViewr All Create New Activity Report
| Staff Member User Name Last Signin Reset Password
- Staff, Test TESTSTAFFZ ———e Reset Password
Select All Clear All
DELETE SELECTED D TRAMSFER ADHIN RIGHTS ]
Note: “Transfer Admin Rights™ will grant admin rights to the selected staff account and revoke admin rights to yvour
account. Thiz will convert your account to a staff account.
Figure 1.8

Enable staff account management:
[T Manage Staff Accounts

SUEHMIT CAMGEL

2. Staff members who are given “Manage Staff Accounts access have the ability to perform the following

functions:

A. Create Staff Account(s)
o Select “Create New.”
o Follow procedures in this guide regarding creating new accounts.

B. Delete Staff Account(s)
o Select one or more staff accounts.
o Select the “Delete Selected” button.
Note: Use the “Select All” option to select all staff accounts listed.

C. Reset Passwords for Staff Account
o Select the “Reset Password” option next to the appropriate staff account.

Employer Portal Website Registration Instructions Page 8
AUG-2021



F. Transfer Administrative Rights
This feature allows you to create a new account to become the Main Level User or swap administrative

rights to an existing Staff Account.

Log onto the BCBSRI.com website as the existing Main Level User.
Enter the “Manage Staff Accounts” area from the main page.

Click on “Account Access.”
Click “Manage Staff Accounts.” All existing staff members should be viewable (Figure.1.9).

el N =

Figure 1.9

Staff Accounts

View All Staff Accounts

View All Create New/ Activity Report

Staff Member User Name Last Sign in Reset Password
[ Test Tom TOMTEST = eeeee Reset Pasaword
Select All Cl=ar All

DELETE SELECTED Jl TRANSFER ADMIN RIGHTS

Note: *Transfer Admin Rights" will grant admin rights to the selected staff account and revoke admin rights to your
account. This will convert your account to a staff account

5. If you would like to transfer administrative rights to a new staff account, click on “Create New.”
6. You will be brought to the “Create New Staff Account” page (Figure 2.0).

Figure 2.0

Staff Accounts

Create New Staff Account

(* Required)

“First Hame |

“Last Name |

“User Name |

CAMGEL | SYEMIT

7. Create the new staff account, print the page with the temporary password, and set permissions
for the new account.
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8. You will be brought back to the Staff Account page. You should now see the new account you
just created (Figure 2.1).

Figure 2.1

Staff Accounts

View All Staff Accounts

View All Create Mewy Activity Report

Staff Member User Hame Last Sign in Reset Password

r Test Main MAIMTEST - Feset Password
r Test Tom TOMTEST - Reset Password

Select All Clear All

DELETE ZELEGTED [ cAancEL |
Mote: "Transfer Admin Rights" will grant admin rights to the zelected staff account and revoke admin righils to your
accourt. Thiz will convert your account to a staff acoount.

9. Click on the “Transfer Admin Rights” button.
10. You will be presented with the following “Warning” page (Figure 2.2).

Figure 2.2

Staff Accounts

WARMNING

Clicking submitwill revoke administrator rights from your account
TEZTING and grant administrator rights to MAINTEST.

Additionally your account TESTING will e converted to a Staff
Account with no account features enahled, and you will be Signed
ot

Ifyou wish yaour account  TESTING to be deleted, or, its
features enabled, you must ask an Administrator to do this for you.

Are you sure you want to permanently transfer admin rights from
TESTIMG to MAINTEST and he Signed Out?

SUEMIT CAMCEL

11. Click on “Submit” if you wish to continue, or “Cancel” if you do not want to change the
administrative rights.

12. The “Staff Accounts — Transfer Admin Rights” screen will appear (Figure 2.3).
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Figure 2.3

Figure 2.4

15. You will be prompted to create a new password (Figure 2.5).

v

Staff Accounts

Transfer Admin Rights

Administratar rights were successfully transferred.

COMTIMHUE K

13. Click “Continue,” and you will be logged off the system.
14. Log onto the BCBSRI Web site with the new User ID you just created (Figure 2.4).

Log In to My Account

If you have Blue Cross orare a
provider or broker, log in here.

CREATE AN ACCOUNT

Learn about the personalized
tools Blue Cross offers:

Individuals/Families
Small Employers
Large Employers

Medicare

R

b b~
- & 0 0.

Rate Your Doctor

LOG IN TO CET STARTED.
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Figure 2.5

Change Password

When choosing a new passwaord, the password must:
#® He between 6 and 12 characters long

® Contain atleast 2 letters and 2 numbers

® Mot contain spaces ortabs

[*) Required

*0ld Password |

*Mew Password |

* Retype Passworil |

16. Agree to the Terms and Conditions and click on “Continue” (Figure 2.6).

Figure 2.6

Terms and Conditions
Please read the Terms and Conditions carefully hefore using this Site.

Terms & Conditions for use of www.BCESRI.com __"_I

Legal and Privacy Notices

PLEASE READ THESE TERMS AND CONDITIONS OF USE
CAREFULLY BEFORE USING THIS SITE.

Internet Terms & Conditions.

The following terms and conditions (Terms and ;l

2 agree to the terms and conditions ahove.

L CIND

17. You will be prompted to update the new account you just created (Figure 2.7).
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Figure 2.7

Figure 2.8

About BCBSRI  In the Community  Plans & Services  Health & Wellness _

—_—

Update Web Account

E-mail Address
Your e-mail address allows BCBSRI to contact you regarding your
weh account or to send yau a forgotten password.

E-Mail Address

Retyne F-Mail Address

E-Mail Subscriptions

C Special Announcements

Security Question
You will be asked to provde the answer to yaur security question in
order to reset a forgotten passwaord.

Security Question

|Select a security question from the list =]

Answer

|<not provided=
Edit Your Name

Y can edit ynur firet and last name forynn- accnunt here

First Name
|Mari7n

Last Name
ITe st

SUEBMIT

18. You will receive a message that your account has been updated (Figure 2.8).

Update Web Account

Thankyou! Yourweb accountwas successfully updated.

== Back to emplover index page

Consumer Disclosures - Privacy Statement - Terms & Conditions - Site Map - Contact Us  [BUILD 1.4 175, 05-16-2006 11:24:05]

Copyright @ 20086 Blue Cross & Blue Shield of Rhode Island. All Rights Reserved.
arks unless otherwise noted are the property of Blue Cross & Blue Shield of Rhode Island or the Blue Cross and Blue Shield Assc
Blue Cross & Blue Shield of Rhode Island is an ir endent licensee of the Blue Cross and Blue Shield Association.

19. Click “Back” to return to the employer index page.
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20. You will now be logged on as the new Main Level Account.

21. Enter the “Manage Staff Accounts” area from the main page.

22. Click on “Account Access.”

23. Click “Manage Staff Accounts.”

24. You will now see the previous Main Level Account listed as a Staff Account (Figure 2.9).

Figure 2.9

Staff Accounts

View All Staff Accounts

View All Create MNew Activity Report

Staff Member User Name Last Sign in Reset Password
] TESTING TESTING 0522106 01:22 PM Reset Password
[ Test, Tom TOMTEST - Reset Passwaord

Select All | Clear All

DELETE SELECTED Bl TRANSFER ADMIN RIGHTS

Mote: "Transfer Admin Rights" will grant admin rights to the selected staff account and revoke admin rights to your
account. This will convert your account to a staff account.

25. At this point, you may either delete the previous Main Level Account or assign user permissions.
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G. Transferring Administrative Rights to an Existing Staff Member

1. Enter the “Manage Staff Accounts” area from the main page.
2. Click on “Account Access.”
3. Click on “Manage Staff Accounts.” All of the Staff Accounts that currently exist will be viewable

(Figure 3.0).
Figure 3.0

Staff Accounts
View All Staff Accounts
View All | Create New | Activity Report

\ Staff Member User Name Last Sign in Reset Password
2 BCTEST, BCTEST BCBSTEST 05723106 10:36 AM Reset Password
[ Test Main MAINTEST 05122106 02:57 PM Reset Password
[ Test, Tom TOMTEST  ==ee- Reset Password

Select All | Clear Al /

DELETE SELECTED TRANSFER ADMIN RIGHTS CANCEL

Mote: "Transfer Admin Rights" will grant admin rights to the selected staff account and revoke admin rights to your
account. This will convert your account to a staff account.

4. Select the Staff Account that you would like to be the new Main Level User.
5. Click on the “Transfer Admin Rights” button.
6. Follow steps 10 — 25 from Section F — “Transfer Administrative Rights”.
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